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1. Information

My name is Timco Hazelaar, I'm working as a Senior Consultant for Login Consultants BV
(http://www.loginconsultants.com). Within our company I'm product-owner for Citrix networking products
including: Citrix Access Gateway Enterprise and Citrix Netscalers.

If you have any questions feel free to drop me an email: t.hazelaar@loginconsultants.nl

This guide is tested on a Citrix Access Gateway Enterprise, firmware 9.0 Build 66.12

Users can connect to the CAGE use the clientless method or use the Citrix Access Gateway plugin for
Windows. You can configure the CAGE to automatically push this plugin to Windows based client
computers.

The downside is that when this plugin is automatically installed on your computer it creates a shortcut in
the st dr tfwd d€ers toafr ty omern u

C:\Documents and Settings\All Users\Start Menu\Programs\Startup\Citrix Access Gateway.Ink

The next time this computer boots up it will automatically start the Citrix Access Gateway plugin. The
easiest way the avoid this is to delete this shortcut. But you will have to instruct your users on how to do
this. You can also customize the Citrix Access Gateway plugin file which is located on your Citrix Access
Gateway Enterprise, this file contains a MSI-file which can be edited by a tool like Orca MSl-editor.

| will explain how-to customize the install behavior of the Citrix Access Gateway plugin in a few simple
steps.

Tools | used to customize the plugin:

File transfer : WinSCP, http://winscp.net/eng/download.php

Extractor : 7Zip, http://www.7-zip.org

MSI Editor : ORCA, http://www.technipages.com/download-orca-msi-editor.html
MSI 2 EXE : MSISELFEXTRACT, http://www.cornerhouse.ca/en/msiselfextract.html

All the above tools are free to download !
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2. Download CAGE plugin

First of all you need to copy the plugin from the CAGE to your workstation. You can WinSCP for this or just
logon to CAGE Admin site and click® Do wn 1 o & dupperaight corner.

Citrix NetScaler Configuration Utility - Mozilla Firefox -0l x|

Fle Edt Yew History Bookmarks Tooks Help

(ai | [ [hetpu192.168.0.254/menuiguia

@ C X
TRIX

NetScaler

tation | Downloads Logo

SETTINGS . SAWE REFRESH ALL HELP.
& Refresh | @) top
System Information ', System Sessions |,
System Information
£ 551 Offoad wersion NS9.0: Buid 6612, Date: Feb 5 2009, 02:07:03
) AppExpert System IP 192.168.0.254
L Compression Metmask 255,255.255.0
) Protection Features st Mamns e
i) Load Balancing
() Content Switching Mumber of Mapped IP(s) 1
i) Cache Redirection nods standalone
i eae Time Zone GMT-+02:00-CEST-EurapefBrussels
i) Rewrite
L Respander Hardware Information HTTP Parameters
i) Access Gateway
Flatform 7000 v1 6*EZ+2*EM 540030 HTTP Ports (none)
Manufactured on 3/4/2008 Max Cannections o
cPU 2793 MHE Max Requests 0 {Per Connection)
Host 1d 25788086 cliertt TP Insertion Disabled
Serial no E3X3B1DZER Client 1P Header
{@l1] Feature s disabled. Encoded serial no OeZaacéelez2ed627c59 Coakie Version 0
Navigation Pane
Favorites ‘
£) guick Links ‘ %9 Setup Wizard... % Upgrade Wizard... @) Reboot Statistics
[@ Rready [ IV nsroot

Capyright{D) Citrix Systers, Inc. Al rights reserved.
| Applet Configapplet started 4

% NetScaler - Downloads - Mo (=[]

Fle Edt Wew History Bookmarks Tools Help

r C 0w [0 hepgisz.as.0.254imenufdn 7 -
TRIX

NetScaler

Dowinloads

Use this page to download resources for building custorn management toals for the device or integration with third party tols.

SNMP Files

SNMP w1 - MIB Object Definitions
This MIB definition can be used by SMMP rmanagers to retrisve information fram the device using SMMP Version 1,

SNMP w2 - MIB Object Definitions
This MIB definition can be used by SMMP managers to retrieve information fram the device using SNMP Version 2.

WhatsUpGold MIB Object Definitions
This MIE can be used by WhatsUP Gold SNMP manager ta retrisve information from the device,

WhatsUpGald Trap Definitions
The trap definitions can be used by WhatsUP Gold SNMP manager to process traps from the device.

XML API

¥ML API documentation
The documentation for the ®ML-API contains getting started guide, samples and language specific reference guides for
using the KML-API from all supported languages and platforms,

If you are & Windows user, you can use Winzip to unzip the taz image fils into s folder. Mote that if you use Internst
Explorer {IE}, IE may change the file extension of the file automatically to tar. Please change the extension back to tgz,
atherwise Winzip will give you an error.

D Configuration WSDL
Using the configuration WSDL, custom applications can be developed to manage device configuration.

Statistics WD
Using the statistics WSDL, custom applications can be deweloped to retrieve performance data from the device.

Citrix Access Gateway Plugin

Download Access Gateway Plugin for Windows
The Access Gateway Plugin for Windows can be installed on wirldows XP or Windows Vista to securely access network
resources through the Access Gatsway.

N KT

| bone

Save the plugin somewhere on your locale workstation, for example “ GTemp\..”
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3. Customize CAGE plugin

Use Windows Explorer to browse to the location of the saved Citrix Access Gateway plugin. For example:

“ §Temp\nsvpnc_setup.exe” I us ed tHedSlfile fitora thecEXEffile. a C t
Name Date modified Type Size
|@ nsvpnc_setun exe 18-02-09 13:36 Application 1541 KB
Open
";' Run as administrator
Troubleshoot compatibility
7-Zip 4 Open archive
[#  Edit with Notepad++ Extract files..
Restore previous versions Extract Here
© PowerlSO L Test archive
Send To 3 Add to archive...
Cut
Copy
Create Shortcut
Delete
Rename
Properties
Now you have a MSl-file (agee.msi) which you can edit with ORCA.
MName Date modified Type Size
|r§ agee.msi 05-02-09 00:44 Windows Installer ... 1.732 KB
N B Install n P - 5
@ nsvpnc_s i -02-09 13:36 Application 1.341 KB
Repair
Uninstall

Edit with Orca

Troubleshoot compatibility

7-Zip 4
Edit with Notepad++

Open With...

Restore previous versions
PowerlSO 4
Send To 4

Cut
Copy

Create Shortcut
Delete
Rename

Properties

Page 6



CAGEE - Howto Remove auto-startup

VPN client

Log

oiN
consultants

Open the agee.msi with ORCA, a console like below will appear. In the left pane browse to “

Sh

delete ontherightpane® AGEE _St artup_Shortcut

ottcut

2% agee.msi - Orca

Send Feedback

ServiceControl
Servicelnstall
Shortcut
Signature
TextStyle
Typelib
UlText
Uparade
_Validation

1

File Edit Tables Transform Tools View Help
0= BEN T= =
Tables = | Shortcut Directony_ Name Component_ Target Argu... Descr.. Hotk.. lcon_
AdvtExecuteSequence AGEE_Program_relnotes_shortcut agee_program_menu RNSCUT|Release Note MiscFiles [#releasenote.txt]
AppSearch AGEE_Desktop_Shortcut DesktopFolder DTSCUT|Citrix Access Gateway nsload.exe DefaultFeature Citrix Ac...
Binary | AGEE agee_program_menu PMSCUT|Citrix Access Gateway nsload.exe DefaultFeature
Component AGE Star
Control i
ControlCondition Cut Ce CtieX
ControlEvent o _
CreateFolder Copy Cell Ctrl+C
CustomAction Paste Cel Ctrl+V
Dialog Paste New GUID Ctrl+G
Directory s
Error xS
EventMapping Cut Row(s) Ctrl+Shift+X
Feature Copy Row(s) Ctrl+Shift+C
FeatureComponents
File ow(s Ctrl+Shift+V
loon Add Row cul+R
InstallExecuteSequence
TnstallUISequence Drop Row
ListBox s T View in Decimal
LockPermissions o
Media View in Hexadecimal
MsiFileHash
Property
RadioButton
Reglocator
Registry
RemoveFile

4

1

Tables: 40

Shortcut - 4 rows

Directory_ - String[72]

Save the file to ..\agee.msi
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4. Convert MSI to EXE

Before uploading the plugin back to your Citrix Access Gateway Enterprise you have convert this MSI back
to a EXE-file. You can use Wise packaging studio for this, but | also found a freeware tool, MSISELFEXTRACT,
http://www.cornerhouse.ca/en/msiselfextract.html.

Start the tool, add the “agee.msi” and save the file to “nsvpnc_setup.exe”

E msiselfextract Send Feedback @

File Help

File (Checked if execute)
[#] agee msi

=
+

Bemowve ‘
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5. Upload to CAGE

The last step is to upload the newly created EXE-file back to your Citrix Access Gateway Enterprise using

WinSCP.

NB. The Citrix Access Gateway Enterprise has a very cool feature, you can mess up your running config, but

after a reboot it will be restored. Keep this in mind.

There are two locations where you have to copy the newly created EXE-file.

First location (running config) : /netscaler/ns_gui/vpns/scripts/vista/nsvpnc_setup.exe

Second location (backup config): /var/netscaler/gui/vpns/scripts/vista/nsvpnc_setup.exe

g vista - nsroot@ns - WinSCP

Local Mark Files Commands Session Options Remote Help

2 HE- PSS WL S

I@C:System 'I Aoy o= ‘ﬁﬂ @tég

Mame

Default

- g

Mame  *

I@vista 'l@"#"ﬁﬂ @:Eg

=10l x|

.

<

| &

|

OB of0BinOof0

2 F2Rename [ F4Edit BF F5 Copy [ F6 Move £ F7 Create Directory ¢ F& Delete E Fo Properties W F10 Quit

264268

1.153B

2

@ B aes

SFTP [v3)

OB of B5EIKE inDof 16

0:02:08

Size | Type Changed Atkr Size: | Changed Rights
Parent directory 2f18f2009 ... E.. ZIL7[2009 5129,,,  FAEPEIA
@nsvpnc_setup.exe 1,577,112 Application Zf18fz009... a gnetﬁim.cat 9,284 2172009 5:29...  rw-r--r--
}netsim.inf 3,842 Z/1720095:29...  PA-F--r--
}netsim_m.inf 3,113 2/17)20095:29..,  pa-r--r--
netBimS0.sys 96,920 2/17)2009 5:29...  rw-r--r--
netGimS1.sys 73,365 2MTI20095:29...  ra-r--r--
Ensauto.exe 111,256 2/17/2009 5:29,,,  pa-r--r--
Cé] nscltapi.dl 151,552  Z2f17/2009 5:29..,  rw-r--r--
Céj nsepa.ocx 799,384  Z2/17/2009 5:29,.,  rw-r--r--
Céj nshwook. dll 286,720 Z2/17/2009 5:29,.,  rw-r--r--
Cé] nsinst. dil 167,936 201702009 5:29.,.  rw-r--r--
Ensload.exe 1,368,728 2{17/2009 5:29...  rw-r--t--
Cé] nsload, ocx 1,139,352 2{17/2009 S:29...  rw-r--t--
Cé] nisnp.dil 94,206 2/17/2009 5:29,.,  rw-r--r--
Ensverctl.exe 139,264 2172009 5:29...  pw-r--r--
Ensvpnc_setup.exe 1,577,112 2{17/2009 5:29...  rw-r--t--
Enswcc.exe 705,176 2{17/2009 5:29..,  Fw-r--t--
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